LDAP on the iSeries – An overview on how to implement this into your java application

Many System i shops find themselves inventing new applications to perform necessary business functions.  These projects typically include security to authenticate that a valid user is initiating a request as well as authorizing users to particular modules in an application.  In this session, we will discuss the process of designing, configuring, and implementing a Lightweight Directory Access Protocol (LDAP) solution on the iSeries.  If you are looking to leverage the LDAP server, this article will provide an overview on how to design, configure, and incorporate security into your java application.  

Directory vs. Database
In 2008, First Option launched two SaaS applications; iSeries Watchdog and FOIWebCheck both developed using the iSeries LDAP server.  One of the most important decisions the development team needed to make was where user ids, passwords, and employee numbers would be stored on the iSeries.  If you are in the Microsoft world, the direction is clear, use the active directory.  The conversation quickly focused on whether we should create a relational database to store this information or use a directory on the iSeries.  
Because our security data would be read more than updated and fell nicely into a hierarchical organization (e.g., First Option, Application, Application users), we started to move closer a directory.  Also, as we evaluated the type of data we would need to authenticate and authorize users for both FOI Webcheck and FOI Watchdog, we realized that this data was common to both applications.  It was general purpose data and would be used by at least two applications as well as the additional modules planned for 2009.       
Another concern was performance.  How quickly could this data be accessed and would there be information in the directory that would need to be updated and how often?  One of the advantages of the using a directory is that they are typically optimized for high volume reads.  BUT, data updates should be limited and infrequent.  We knew that we would need to update the password and email address but determined the frequency of these updates would be infrequent.  
So, we needed an application independent directory that would require a suite of APIs to maintain this directory that would be used by multiple applications on multiple systems.  The iSeries Directory Services (LDAP) appeared to be the perfect solution.    

So, what is LDAP?
